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Number theory in cryptography - advantages

1. security can (in principle) be based on famous
mathematical conjectures,

2. the constructions have a “mathematical structure”,
this allows us to create more advanced constructions
(public key encryption, digital signature schemes, and
many others...).

3. the constructions have a natural security parameter
(hence they can be “scaled”).

Additional advantage
a practical application of an area that was never believed to be
practical... (wonderful argument for all theoreticians!)




Number theory in cryptography -
disadvantages

1. cryptography based on number theory is much
less efficient!

2. the number-theoretic “structure” may help the
cryptoanalyst...



Number theory as a source of hard
problems

In this lecture we will look at some basic
number-theoretic problems,

identifying those that may be useful in
cryptography.
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Famous algorithmic problems in number

theory
primality testing:
input:aeN
output: : :
e vyesifaisaprime, this prOblem IS
no otherwise computationally easy
factoring:
input:aeN
output: factors of a this problem is believed to be

computationally hard if a is a
product of two long random
primes p and g, of equal length.




Primality testing

X —the number that we want to test

Sieve of Eratosthenes (ca. 240 BC):

takes Vx steps, which is exponential in |x| =log, x

Miller-Rabin test (late 1970s) is probabilistic:
e if x is prime it always outputs yes
e if x is composite it outputs yes with probability at most %.

Probability is taken only over the internal randomness of the algorithm,
SO we can iterate!

The error goes to zero exponentially fast.
This algorithm is fast and practical!

Deterministic algorithm of Agrawal, Saxena and Kayal (2002)
polynomial but very inefficient in practice




How to select a random prime of length
m?

Select a random number x and test if it is prime.

Theorem

There exists a constant ¢ such that for any m the
number on m-bit primes is:
ce2m/ m.

Hence, the set of primes is “dense”.
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Is believed to be hard!
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Factoring assumption.

Take random primes p and q of length n.
Set N = pg.

No polynomial-time algorithm that is given N can find p
and g in with a non-negligible probability.

Factoring is a subject of very intensive research.

Currently |N|=2048 is believed to be a safe choice.




So we have a one-way function!

f(p,q) = pq is one-way.
(assuming the factoring assumption holds).

Using the theoretical results [HILL99] this is enough to
construct secure encryption schemes.

It turns out that we can do much better:

based on the number theory we can construct
efficient schemes,
that have some very nice additional properties
(public key cryptography!)

But how to do it?
We need to some more maths...
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Notation

Suppose a and b are integers, such thata #0

a| b:

e a divides b, or

e ais adivisor of b, or
e ais afactorofb

(if a # 1 then a is a non-trivial factor of b)

gcd(a,b) = “the greatest common factor of a and b”

If gcd(a,b) = 1 then we say that
a and b are relatively prime.

12




I
O

compute ged(a
lllr’ “‘

b)?
w’.

4

Euclidean algorithm

Recursion:
(assumea=b =0)

gcd(a,b) =ifb | a
then return b
else return ged(b, a mod b)

It can be shown that
e this algorithm is correct (induction),
 tterminates in polynomial number of steps.
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computing gcd(185,40):

oo moss
185 40 25

40 25 15

25 15 10

15 10 5

10 5 0]

L this is N

the
result
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Let a and b be positive integers.
There always exist integers X and Y such that

Xa + Yb = gcd (a,b)

X and Y can be computed using the extended
Euclidian algorithm.




Example of an execution of the extended
Euclidian algorithm

computing X and Y such that
X-185+Y-40=5

- X=-3
a=185 b=40 V=14
o Jamodn_
185- 40 -

4 = 25 5=40-2—(185—40-4)-@85-3+40-14
40 - 25 -1=15 5=-25+(40-25-1)-2 < =740-2 -25-3
25-15 - 1=10 5= 15—(25—15-1)-1&25-1 +15-2
15- 10 -1=5 5= 15-10-1 §15-1—10-1
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Groups

A group is a set G along with a binary operation © such that

e [closure] for all g,h e Gwe have g o hegG,

e there exists an identity e € G such that for all g e G we
have

eocg=goe=g,
e for every g € G there exists an inverse of, that is an
element h such that

goh-hog-&
or all g,ll,l\ € G we have
go(hok)=(goh)ok
e [commutativity] for all g,h e G we have

goh=ho N
if this holds, the group

is called abelian

order of G = |G]|.
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A group G is a subgroup of H if
e Gisasubset of H,

group operation O is the

e theg

S

d

e

d

S

in H
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Convention:

[additive notation]

If the groups operation is denoted with +, then:

— the inverse of g is denoted with -g,
— the neutral element is denoted with 0,
— g+...+g(ntimes) is denoted with ng.

B

[multiplicative notation]

If the groups operation is denoted with e, then:

— sometimes we write gh instead of g e h,
— the inverse of g is denoted with g* or 1/g.
— the neutral element is denoted with 1,

— ge..*g(ntimes)is denoted with g".




I I 1

E V\ Yy » m e
cXdmpie 5 UPS

R (reals) is not a group under multiplication.
R\ {0} is a group.

Z (integers):

— is a group under addition (identity element: 0),
— is not a group under multiplication.

ZN= {0, ,N-l} (l ntegers m odulo |')

addition (identity element: 0).

f\ﬂ

Z,*={1,...,p-1} are a group under multiplication
(identity element: 1).
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Which groups are useful in
cryptography?

e Z_—is not useful, because all natural problems are
easy in this group.

e Useful groups:
— a multiplicative group Zp* ={1,...,p-1}, where p is a prime,

— a multiplicative group Z,” ,where N=pq and p and q are
primes,

— groups based on elliptic curves,
— other...
All of them “have some hard problems”.
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Z, is a group under addition. Is it also a group under
multiplication?

No: 0 doesn’t have an inverse.
What about other elements of Z?

Example N = 12.
o|1|2|3|4a|s|e|7]|8]|9]10|n
| ololo|o|o|o0o|Oo|lO|lO|O|O|O]|O
wErRE HECROOHE
' 2lo|2|4|6|8|10/0|2]|4]|6
Why? 3lo|3|6|9|0|3|6|9]|0]3
: 4(o|4|8|0|4|8|0]4]|8]0
5 [o[5]10]3]s [l 6]11]4]o
Because.they sloleslolesloleslolelols
ar.e relatively 1ol 7121014116 n g | 3
prime to 12. slolslalolsglalolslalo
9/lo|9|6|3|0|9|6|3|0]|09
10/0 |10/ 8|6 |4|2]|0|10|8 |6
11/0|11|10/9|8|7|6|5]|4]3
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If gcd(a,n) > 1 then for every integer b we have
abmodn = 1.

Proof
Suppose for the sake of contradiction that ab mod n = 1.
Hence we have:

ab=nk+1
J
ab-nk=1

Since gcd(a,n) divides both ab and nk it also divides ab — nk.

Thus gcd(a,n) has to divide 1. Contradiction.
QED
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Z *
N
Define Z,," = {a € Z, : gcd(a,N) = 1}.
Then Z,," is an abelian group under multiplication modulo N.

Proof

First observe that Z" is closed under multiplication modulo N.

This is because is a,b are relatively prime to N, then ab is also
relatively prime to N.

Associativity and commutativity are trivial.
1 is the identity element.

It remains to show that for every a € Z,;” there always existan b €
Z,” that is an inverse of a modulo N.

ey,

We say that b is an inverse of a modulo N if:
a‘b=1modN




Lemma

Suppose that ged(a,N) = 1. Then for every a e Z,” there always exist an
element b € Z,; such that
abmodN=1.

Since gcd(a,N) = 1 there always exist integers X and Y such that
Xa+YN=1.

Therefore clearly Xa =1 (mod N).
Of course X may not belong to Z,,".

What to do;2
Define b := X mod N. Can it be that
Hence b = X + tN. (for sm)\ ged(X+tN,N)=c>17?
We have . No, because then c|X and hence
ab=a-A+1N) ged(X, N)=c>1
=aX + atN
=1 (mod N)

Hence b is an inverse of a. And it can be efficiently computed (using the
extended Euclidian algorithm).

QED



An example
P —a prime

Z, ={1,...,p-1}.

Z,"is an abelian group under

multiplication modulo p.



A simple observation

For every a,b,c € G. If
ac = bc

then
a=h.

Proof

ac = bc

-1 1

& &

L. =\ .-
C)C

o

(ac) c
a (cc1)=Db (cc?)
J
ael=Dbel

a=b
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In every group G and every element g € G the
function

f:G— G
f(x)=xog
is a bijection.
(or, in other words, a permutation on G).
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Z,*  (12,%]=10)
Take some element g and start computing
g',8%8%8%...

* If g=2then we get we jtart
2,4,8,5,10,9,7,3,6,1,2,4,8,5,10,9,7,3,6,1,2,... -y
repeating
e If g=5then we get Sfter
53,491,5,34,91,5,3,49,1,5,3,4,9,1,5,... 10 or 5
iterations




Lemma

G — an abelian group, m := |G|, g € G.

Then gm=1.
Proof these are
the same
Suppose G = {gy---;gm}- elements
(permuted),
Observe that / because the
Bro==0 g, / function
_ . f(x)=gox
from associativity a (gogl)o © (gogm) is a permutation

and commutativity | > = gmo M

Hence g™ = 1.
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G — an abelian group, m := |G|, g€ G, i € N.
Then gi=gi mod m

Proof

Writei = gm +r, where r =i mod m, and q is some
integer.

We have
gl=gam+r=(gM)9-g'=19-g'=g

QED
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G —agroup, ge@G.

« :={g’g',...}
«g» is a subgroup of G generated by g.

Definition
An order of g (denoted ¢g») is the smallest
integer i > 0 such that g'= 1.

Clearly: <g» := {g°,...,g"}.
Of coursei < |G|




Exampl
CXdmpie

Z,,* (1Z,*]=10)
Take some element g and start computing
g',8%8%8%...

e |fg=2then we get
2,4,8,5,10,9,7,3,6,1,2,4,8,5,10,9,7,3,6,1,2,...

the order of 2is 10

e |fg=>5then we get
53,491,5,3,49,1,5,3,49,1,5,3,4,9,1,5,...
the order of 5is 5



Lemma

G —a group, g € G—an element of order i.
Then g*=gYif and only if x =y (mod i).

Proof
(€) for some integer t }
gX
= g(x mod i) + ti =1
= g(x mod i) ¢ (gi)t
= (et equal!

Using the same reasoning: g¥= gV modi

35




Set x’ :=xmod i, andy’ =y mod ..

For the sake of contradiction suppose that x” #y’.

Suppose x’ >y’

’

g’ g¥ g~
gx ﬁ g¥
gx"V' =1

Contradiction, since x’- y’ <iand g is has order i.

QED



Look again at the example:

Z11* (l Z11*| =10)

If g =2 then we get
2,4,8,5,10,9,7,3,6,1,2,4,8,5,10,9,7,3,6,1,2,...

the order of 2 is 10

If g =5 then we get
5,3,49,1,5,3,4,9,1,5,3,4,9,1,5,3,4,9,1,5,...
the order of 5is 5

If g =10 then we get
10,1,10,1,10,1,10,1,10,1,.....

the order of 10 is 2

If g =1 then we get
1,1,1,1,1,1,1,1,1,1,1,.....

the orderoflis1
Observation: All those numbers divide 10




Lemma

G — a group of order m.
Suppose some g € G has order i.
Theni | m.

Proof

For the sake of contradiction assume that i does not
divide m.

By our previous lemma:
Observe that
[ O;rio_urlse )>gm=gmmodi O<mmodi<i

|

So we obtain a contradiction with the assumption
that g has order i.
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Cyclic groups

If there exists g such that «g» = G then
we say that G is cyclic.

Such a g is called a generator of G.

For example g = 2 is a generator of Z*

2,4,8,5,10,9,7,3,6,1,2,4,8,5,10,9,7,3,6,1,2,...
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Every group G of a prime order p is cyclic.

Every element g of G, except the identity is its
generator.

Proof
The order of g has to divide p.
So, the only possible orders of g are 1 or p.

Trivial: x has “order 1” if x1 = 1

Only identity has order 1, so all the other elements
have order p.
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Theorem

If p is prime, then Z " is cyclic.

We leave it without a proof.




How to compute g¥ for large y?

If the multiplication is easy then we can use the “square-and-multiply” method
Example

y in binary 1 1 0 1 0 1 1 0 1
compute by
squaring 256 128 64 32 16 8 4 2 1
o g% g'%| g%/ g% |g'® | g® | g* | g* | g
to left

9256 g128 g32 gs g4 g1

multiply

256 4128 432 68 64 &1 equals to g
gtglitgitgigig q 8

>\\‘%



(g — a generator)

It turns out the in many groups inverting

=gV

f(y)

is hard!



The discrete logarithm

Suppose G is cyclic and g is its generator.
For every element x there exists y such that
X = gV
Such a y will be called a discrete logarithm of x, and
it is denoted as y := log x.

In many groups computing a discrete log is
believed to be hard.

Informally speaking:

f: {0,...,|G| - 1} = G defined as f(y) = g" is believed
to be a one-way function (in some groups).
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log

In some groups it is easy:

in Z_itis easy because a®=e-amodn
In Zp* (where p is prime) it is believed to be hard.

There exist also other groups where it is believed
to be hard (e.g. based on the Elliptic curves).

Of course: if P = NP then computing the discrete
log is easy.

(in the groups where the exponentiation is easy)



How to define formally “the discrete log
assumption”

It needs to be defined for any parameter 1".

Therefore we need an algorithm H that
e oninput 1"
e outputs:

— a description of a cyclic group G of order q, such
that |q| =n,

— a generator g of G.
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H on input 1":
outputs a
 random prime p of length n

* agenerator of Z *



Th

A A
111C U

ol
1C

SC

C

log a

For every algorithm A consider the

1n

following experiment:
< (G.g.)

algorithm A

output:
X

5

umpt

Let (G,g) be the output of H(1").
Select random vy ¢ G.

We say that a discrete logarithm problem is hard with respect to H if

V P(A outputs x such that g* =y) is negligible in n

poly-time
algorithm A
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This looks almost the same as saying that
f(x) = g"
is @ one-way function.

The only difference is that the function f depends
on the group G that was chosen randomly.

We could formalize it, by defining:
“one-way function families”




For the practical applications people often use concrete groups.

In particular it is common to chose some Zp* for a fixed prime p.
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the generator is: 2.
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f:{0,...,p - 1} > Z " defined as f(y) = g" is believed to
be a one-way function (informally speaking),

but
from f(x) one can compute the parity of x.

We now show how to do it.
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Quadratic Residues
Definition

a is a quadratic residue modulo p if there exists b
such that

a=b’modp |Why?
QR, — a set of quadratic because:
residues modulo p e 1eQR

QR is a subgroup of Z ° e ifa,a’ € QR
then aa’ € QR

QNR;:=Z * \ QR

What is the size of QRp?
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A proof that
|QR,| = (p-1)/2

Observation
Let g be a generator of Z .

Then QR, ={g?,g",...,8"*}.

Proof
Every elementx € Z,* is equal to g' for some i.

Hence x% = g 2imod(p-1) = gl where j is even.




IsiteasytotestifaeQR,?
i Yes!

Observation

aeQR, iff alP1/2=1 (mod p)

Proof
(=)
If a € QR then a = g?.
Hence
a(P'l)/Z
(gZi)(p-l)/Z

gi(p'l) =1.
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aeQR, iff a(p-1)/2 =1 (mod p)

(€)
Suppose a is not a quadratic residue.

Then a = g?*1, Hence
a(P'l)/Z

= (g2i+1)(P'1)/2
= gilp-1). g(p-l)/Z
= g(P'l)/Z

which cannot be equal to 1 since g is a generator.
QED



EZ
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f:{0,...p-1} > Z, " defined as f(y) = g¥ is a one-way
functlon but

from f(y) one can compute the parity of y (by
checking if y € QR)...

(but sometimes people don’t care)
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What to do?

Instead of working in Zp* work in its subgroup: QR

How to find a generator of QR ?
Choose p that is a strong prime, that is:
p=2q+1, with g prime.

Hence QR has a prime order (q).

Every element (except of 1) of a group of a prime order is
its generator!

Therefore: every element of QR, Is a generator. Nice...
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Define
d(N) = |Z,"| = [{a e Z, : ged(a,N) = 1}].

Euler’s theorem:
For every a € Z,,” we have a®(N) =1 mod N.

(trivlially follows from the fact that for every g € G we have
g.G. = 1)

Special case (“Fermat’s little theorem”)
For every prime p and every a € {1,...,p-1} we have
aP! =1 mod N.




Group isomorphism

G —a group with operation ©
H —a group with operation O

Definition
A function

f:G>H
is a group isomorphism if
1. itis a bijection, and
2. itisa homomaorphism, i.e.: for every a,b € G we have

iy = = -

f(g o h) = f(g) o h(h).

If there exists and isomorphism between G and H, we say that
they are isomorphic.
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(G,0) and (H,0) — groups

Define a group (G % H, ¢) as follows:

e the elements of G X H are pairs (g,h), where
g€ G,and h e H.

* (g,h) e (g’h’)=(goh, g’ oh’).

It is easy to verify that it is a group.
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Chinese Remainder Theorem (CRT)

Let N = pq, where p and q are two distinct primes.
Define: f(x) := (x mod p, x mod q)

Chinese Remainder Theorem (CRT):
f is an isomorphism between
1. ZyandZ,xZ,
2. ZyjandZ'xZ'

To prove it we need to show that

e fisahomorphism.
— betweenZyandZ x Z, and
— betweenZ “andZ % Z .
e fisa bijection:
— betweenZyandZ x Z, and
— betweenZ“andZ xZ .
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fis a homomorphism

f: 2y > Z,% Z is an homomorphism

f(a + b)
|
(a+bmodp, a+bmodq)

I
(((a mod p) + (b mod p)) mod p, ((a mod q) + (b mod q)) mod q)
I

(a mod p, a mod q) + (b mod p, b mod q)

f(a) + f(b)

66



fis a homomorphism

f:Z,">Z,"%Z,"is an homomorphism
Proof:

f(a - b)
|
(a-bmodp, a:-bmod q)

I
(((a mod p) - (b mod p)) mod p, ((a mod q) : (b mod q)) mod q)
I

(a mod p, amod q) : (b mod p, b mod q)

f(a) - f(b)
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An example

i 2|34 6|78 10 |11 |12 | 13 | 14
i mod 5 2|34 1123 0|1|2|3]|4
i mod 3 2|0 1 0|12 1(2(3]|1]2
imod5
0 1 3

0 3 12 3 g

i mod 3 10 1 7 13 4

5 11 2 8 14




By the way: it’s not always like this!

Consider p=4 and q = 6:

Z,,:

i mod 6
0 1 2 3 4 5
0,12 8,20 4,16
1,13 9,21 5,17
6,18 2,14 10,22
7,19 3,15 11,23
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If p and q are prime then
f:2y->Z,%Z is a bijection

f(x) := (x mod p, x mod q)

because p and g are prime

Proof:
We first show that it is injective.
If f(i) = f(j) then

imodp=jmodp —> pdividesi-j . .
n=pq divides i-j
andimodq=jmodq — qdivides i-j ik ’

Since |Zy| =N=pq=|Z,%Z,| we are done!

QED




f:2,">Z %2 is also a bijection

Since we have shown that f is injective it is enough to show that

1Zy'| = 12,7 1% 1Z,]

= (p-1)(q-1)
Z.*
Look at Z,.:
0 1 2 3 4
0 0 6 12 3 9
%
Z3 1 10 1 7 13 4 k
215*
2 5 11 2 8 14
%
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N = pq

Which elements of Z, are not in
Z,*?

These sets
are disjoint
e 0 smce p and g
e multiples of p are distinct
{p,...,(q-1)p} prime

(there are g-1 of them)
 multiples of q:
{9,...,(p-1)q}

(there are p-1 of them).

e Summing it up:
1+(q-1)+(p-1)=qg+p-1 =pq-p-q+1
=(p-1)(q-1)

SoZ," haspq-(q+p-1)elements.

QED



How does it look for large p and g?

Z, mod p

Z,*

mod ¢

pq is called RSA modulus<
Z, is called an RSA group

technical assumption: p # q

we will often forget to mention it

(since for large p and q the
probability that this p=q is
negligible)
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Of course if p and g are known then it is easy to
compute ¢p(N), since

$(N) = (p-1)(g-1).

Hence, computing ¢(N) cannot be harder than
factoring.

Fact
Computing &(N) is as hard as factoring N.
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Computing ¢(N) is as hard as factoring N.

Suppose we can compute ¢(N). We know that

Jenian) ooy (@
\ pq = N @

It is a system of 2 equations with 2 unknowns (p and q).
We can solve it:

(2) y p=N/q it is a quadratic equation
so we can solve it (in R)

(1) (N/q-1)(q-1) = $(N)

q’+(Pp(N)-N-1)+N=0



Which problems are easy and which are

hardin Z,” (N =pq)?
 multiplying elements?

* finding inverse?

easy!

easy! (Euclidean algorithm)

e computing $(N) ?

hard! - as hard as factoring N

* raising an element to power e
(for a large e)?

* computing eth root (for a large e)?

easy!
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In other words, we want to invert a function:
f:2,* > Z,;*
defined as
f(x) = x* mod N.
This is possible only if f is a permutation.

Lemma
f is a permutation if and only if gcd(e, d(N)) =

In other words: e € Z,,,* (note: a “new” group!)




“f(x) = x* mod N is a permutation if
and only if gcd(e, d(N)) =1

ged(e, p(n)) = 1

)

f(x) = x* mod N is
a permutation

Let d be an inverse of e in Z\)«. That is:
dis such that d - e =1 mod ¢(N) .

Then:

fd(x) = (xe)9 =xed = xedmod b(N) _

ged(e, p(n)) = 1

G

x1

f(x) = x* mod N is
a permutation

[exercise]
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Suppose ged(e, d(N)) =1

We have shown that the function
f(x) = x* mod N (defined over Z,;*)
has an inverse
f-1(x) = x4 mod N, where d is an inverse of e in Z )+

Moral:
If we know ¢(N) we can compute the roots efficiently.

What if we don’t know ¢(N)?




Can we compute the eth root if we do not
know ¢(N)?

It is conjectured to be hard.
This conjecture is called an RSA assumption. More precisely:

RSA assumption
For any randomized polynomial time algorithm A we have:

P((A(x,N,e))e = x mod N) is negligible

where N = pg where p and q are random primes such that
lp| = lql, and x is a random element of Z;* ,
and e is random element of Z,,*



N
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Does the RSA assumption follow from the
assumption that factoring is hard?

We don’t know...

What can be shown is that

computing d from e is not easier
than factoring N.



v

f(x) = x®

- easy B

* easy
(if you know p,q)

«— o believed to be hard —
(otherwise)

Z, Z,

Functions like this are called trap-door one-way permutations.

f is called an RSA function and is extremely important.
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N — a product of two large primes

factoring N
is hard

computing
eth roots in
Z,* is hard

¢

computing $d(N)
hard

P£NP

g

computing d from e
is hard
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So, far we discussed a problem of computing the eth
root modulo N.

=27

What about the case when e

Question

Which elements have a square root modulo N?



Nitadvatri~r D aldirace mAaANl o~
uUaGratiC neésigues moaui d
215*
a 1| 2 4 7|8 11 13 | 14
a2 1|4 1 4| 4 1 4 | 1

Observation: every quadratic residue modulo 15 has exactly 4

square roots, and hence |QR(15)| = |Z,;*| / 4.




A lemma about QRs modulo pq
Fact: For N=pq we have |QR(N)| = |Z,*]| / 4.

Proof:

x € QR(N)
iff
X = a2 mod n, for some a
iff (by CRT)
X=a2mod p and x=a?mod q
iff
x mod p € QR(p) and x mod g € QR(q)

QR(q) QR(n)
mod g
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22 mod 5
32 mod 5

QR(5)

mod 5
mod 5

12
42

Z::

12 mod 3
22 mod 3




Every x € QR has exactly 4 square
roots

More precisely, every z=x,2 has the square roots
X, and x,,X3,X, such that:

* X,= X, (mod p) and x, # x, (mod q)
* X3 =-X, (mod p) and x; = x, (mod q)
* X, =-X, (mod p) and x, = -x, (mod q)



Jacobi Symbol

+1 iferRp

for any prime p define J (x) :={ - 1 otherwise

for N=pq define Jy(x) :=J (x) - J,(x)

QR(p) mModp J\(x) :=

QR(q) QR(N) +1 -1
mod q

-1 +1

It is a subgroup of Z* — Z,':={x:J (x) =+1}

Jacobi symbol can be computed efficiently! (even in p and g are unknown)
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Suppose N=pq

)

r-'l'
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CT

s it easy to test membership in QR(N)?
Fact: if one knows p and q — yes!

/\

ﬂ)

Because:
1. testing membership modulo a prime is easy
2. the “CRT function”
f(x) := (x mod p, x mod q)
can be efficiently computed in both directions

What if one doesn’t know p and qg?




Quadratic Residuosity Assumption

aelZ
Z,*: QR(p) QNR(p)
QR(a) QR(n) s
QNR(q)
Q(N,a) =1 if a € QR(N)
Quadratic Residuosity Assumption (QRA): Q(N,a) = 0 otherwise

For a random a € Z* it is computationally hard to determine
if a € QR(N).

Formally: for every polynomial-time probabilistic algorithm D
the value:

I P(D(Nla) = Q(Nra)) - 0'5|
(where a € Z,*) is negligible.




So, how to compute a square root of
Xx€ QR ?

Fact
Let N be a random RSA modulus.

The problem of computing square roots (modulo N) of random
elements in QR is poly-time equivalent to the problem of
factoring N.

Proof
We need to show that:

one can (1) > one can
factor N in compute
poly-time < 2) square roots
modulo N




one can factor N one can
(1) compute square

:lﬁ IAAIII L:MA
11 Uly-LITTIC
i roots modulo N

From CRT it is enough to show how to compute square roots
modulo a prime p.

We show it only for p =3 (mod 4) (for p =1 (mod 3) this fact
also holds, but the proof is more involved.

Write p = 4m + 3. We have (all computations are mod p):

p-1 P4
2 X=X
4m+2
= X 2

2m+1+1

1=x

+1

. xZ(m+1)

x™*1 is a square

m+1 )2
root of x

=(x



one can
one can factor N
. (2) compute square
11 Uly-LITTIC \ J—
il roots modulo N

Suppose we have an algorithm A that computes the square roots.
We construct an algorithm B that factors N.

N A

3. ify=xory=-x(modN) y
thengoto1l
4. otherwise output
ng(Nr X—Y)

1. select a random x
2. setz:=x2mod N z > B




To complete the proof we show that:

1. the probability thaty =x ory = -x is equal to
0.5,

2. Ify#xandy #-xthen
gcd(N, x—y) > 1.




“the probability mthaty=xory=-xis
equal to 0.5”

Recall that the square roots x,,x,,x;,x, of every z=x?
are such that:

* X, =X (mod p) and x, = x (mod q) equals to x
* X, =X (mod p) and x, =-x (mod q)

* X, =-X(mod p) and x, = x (mod q)

e X, =-X(mod p) and x, = -x (mod ) * €qualsto-x

Since x is chosen randomly the probability m is
equal to 0.5.



“Suppose thaty # x and y # -x.
Then ged(N, x —vy) > 1”

We know that y is such that
e y=x(mod p)andy=-x(mod q), or
e y=-x(mod p)andy=x(mod q).
Hence y # x mod N, and thereforey - x # 0 mod N.
On the other hand:
yv-x=0modpory-x=0mod q.
Therefore
gcd(y-x,N) = p or ged(y-x,N) = q.

QED
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Groups that we have seen:

o 7 % hard problem:
P discrete log

o ZN* for N:pq hard problem:
computing the eth root

* subgroups: QR, and QR
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